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ABSTRACT
Data provenance encompasses the description of the origin and
historical events of data processing. Although models such as W3C
PROV allow capturing and analyzing provenance data, additional
methods are required to address software development processes’
specific uses and complexities. In this context, the PROV-SwProcess
provenance model was developed to extend W3C PROV. However,
the PROV-SwProcess provenance model does not provide a spe-
cific tool to enable its instantiation. In this vein, this paper aims to
present the PROV-SwSystem - a web-based system to capture, store,
and analyze software process data along with their provenance,
adhering to the PROV-SwProcess model. To achieve this, the De-
sign Science Research (DSR) methodology was adopted, supporting
the system creation, construction, and validation. PROV-SwSystem
was implemented using Javascript, Bootstrap, Node.js, and Jquery,
encompassing all predefined use cases. Unit tests and system tests
were performed, identifying six redundant variables and five re-
dundant functions. In addition, an exploratory usability test was
performed with an external user, revealing fifteen navigation is-
sues, eight attempts to register data in inappropriate sections, six
registration confirmation failures, and data integration problems.
Actions for data entry validation and interface improvements were
implemented, enabling the tool’s usage and paving the way for
future testing on a larger scale.
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1 INTRODUCTION
A software process is defined as "a set of activities, methods, prac-
tices, and transformations that people use to develop and maintain
software and its associated products" [1]. The appropriate selection
of the software process to be used in an application is critical to
ensuring the quality of the resulting products. Furthermore, data
collected during software engineering processes serve as a valuable
source of information on the evolution and history of a software

project [2]. Currently, system development companies rely on data-
driven practices in their operations [3]. However, adopting these
data-oriented approaches in software development is accompa-
nied by challenges, including data collection, storage, organization,
sharing, and management, which can lead to limited feedback and
uncertain decision-making [4].

Several provenancemodels are available, and the PROV-SwProcess
model [5] serves as a reference for the system proposed in this study.
This model, an extension of the W3C PROV standard [6], has been
developed to capture software process provenance data and can
also be used to share these data in heterogeneous environments
[7]. However, for preexisting software process provenance data
that were not generated in alignment with this model, it is neces-
sary to develop a wrapper for each application or usage context
of the PROV-SwProcess model [5] [8] (or for each specific soft-
ware process data format). This fact ensures the alignment between
the adopted data model and the PROV-SwProcess model [8]. In
this vein, this work aims to prototype, develop, and validate the
PROV-SwSystem, a web-based system to capture, store, and ana-
lyze software process data with its provenance and according to
the PROV-SwProcess model [5] specifications. The proposed sys-
tem is particularly relevant in scenarios where specialized tools
for collecting software process data are unavailable, whether in
academic or industrial contexts. It facilitates the manipulation and
analysis of the collected data, thus contributing to the continuous
improvement of software processes.

The structure of this paper is as follows: Section 2 presents related
work. Section 3 details the methodology for the system develop-
ment. Section 4 describes the design and implementation of the
PROV-SwSystem. Section 5 presents the obtained results. Finally,
Section 6 outlines the conclusions and final remarks, followed by
the acknowledgments and references.

2 RELATEDWORK
This section briefly discusses tools that provide some functionality
to contribute to traceability, analysis, and continuous improvement
in workflows or software development processes.
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The YesWorkflow [9] enables the capture of data provenance in
scientific workflows without requiring modifications to the source
code. It enables the visualization of data flow and the traceability
of the activities performed. However, it does not have a focus on
software development processes.

The noWorkflow [10] tool was developed to capture metadata
and provenance information from Python code executions, without
the need for prior instrumentation. It allows you to track code
changes and analyze the evolution of experiments. In addition to
not focusing on software development processes, it only considers
code executions in Python.

Finally, a tool-supported approach called iSPuP [5] allows PROV-
SwProcess model instantiation, new information inferencing, and
data visualization. However, this tool does not allow the capture of
software process provenance data directly. It uses/requires specific
wrappers to transform the data aligned to the model. To meet
this gap, PROV-SwSystem fits in, allowing direct insertion and
subsequent manipulation and analysis of these data.

3 METHODOLOGY
The focus of this paper is on the design, implementation, testing,
and future project perspectives of PROV-SwSystem, a web-based
system adherent to the PROV-SwProcess provenance model [5] [8].
Thus, grounded in the Design Science Research (DSR) methodology
[11], which provides a set of guidelines and specific methods for the
creation, construction, and validation of an artifact in the context
of IT innovation, the following steps were considered:

• Problem Identification: Analysis of the needs for cap-
turing and analyzing software process data; identification
of the limitations of existing tools and the gap that the
PROV-SwProcess model can address.

• Definition of Expected Outcomes: Specification of the
project objectives, including the creation of a tool that al-
lows direct insertion and subsequent manipulation and
analysis of software process data according to the PROV-
SwProcess model. Following the definition of the expected
outcomes, internal meetings were held to detail the system
definitions.

• Design and Development: Incremental development of
the system, starting with prototypes and evolving into a
functional version; This step also includes the development
and validation of the use case diagram, along with continu-
ous improvements to the overall system design; addition-
ally, coding and testing of the code produced during the
system’s implementation were carried out. During the tran-
sition from this stage to the next, the deployment diagram
was also modeled and validated.

• Demonstration: Application of the tool in real-world sce-
narios to validate its functionality and usability; collection
of user feedback to identify areas for improvement. Weekly
simulations of all stages of the system were conducted,
along with the completion of each system page.

• Evaluation: Test planning and execution (unit tests, sys-
tem tests, and usability tests) to evaluate the effectiveness
of the tool; analysis of the collected data to verify whether
the system objectives were achieved. It is important to

highlight that a consent form was used during the testing
phase, ensuring that the collected information was used
only for academic and scientific purposes and following all
the guidelines of Law No. 13,709/2018 [12] (the Brazilian
General Law on the Protection of Personal Data - LGPD).

• Communication: Documentation of the obtained results
considering the development of the system; dissemination
of the results through scientific publications and conference
presentations.

4 DESIGN AND IMPLEMENTATION OF
PROV-SWSYSTEM

The requirements elicitation for PROV-SwSystem resulted in the
creation of medium-fidelity prototypes. An example is shown in Fig-
ure 1. Medium-fidelity prototypes, when compared to low-fidelity
prototypes, become more realistic, however, both types of proto-
types do not represent the final product, but are ideal for validating
the ideas, testing features, and facilitating communication between
the team, customers, and users, before full development [13].

Figure 1: Prototype of the Artifact Registration Page, created
in Figma1

For PROV-SwSystem prototyping, interfaces were established
considering the requirement for the registration of all the PROV-
SwProcess classes [5], such as Artifacts, Procedures, Software Pro-
cesses, Resources, Stakeholders, and Activities. In addition, inter-
faces for user registration and login were produced. The Figma2
application was used for creating these prototypes, enabling the
subsequent validation of the pages designs.

For modeling the requirements to be addressed in the software,
a use case diagram was used, according to Figure 2. The developed
use case diagram includes a single actor, the “Stakeholder”. The ac-
tors represent the interested parties in the system, and considering
the PROV-SwSystem, they are the Stakeholders. These Stakeholders
may be personal (e.g., individual developers), teams (e.g., develop-
ment teams), or organizations (e.g., developer companies).

2https://help.figma.com/hc/pt-br/articles/14563969806359-O-que-C3%A9-o-Figma
2
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Figure 2: Use Case Diagram of the PROV-SwSystem.

3
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It is important to note that PROV-SwProcess stakeholders are
"agents involved, interested, or affected by the activities of the
software process" [5], and, in Figure 2, the stakeholder actors are
users who interact with the system and wish to perform any actions
described in the use cases.

The use case diagram includes 41 use cases, as shown in Figure
2. The use cases illustrate each interaction between the system and
users or other systems. In PROV-SwSystem, the use cases can be
grouped into five major "actions" as follows: I) Registration and lo-
gin to the system, II) Registration of entities, agents, and activities,
III) Search for entities, agents, and activities, IV) Data modifica-
tion (edit, delete, and invalidate) and V) Activity finalization. The
arrangement in the system functionalities model is focused onmain-
taining the entities, agents, and activities, with the possibility of
extending to registrations or searches for these items. When per-
forming a search, the actor (user) can edit or remove the retrieved
registers. Editing the data of Artifacts and Procedures automatically
invalidates the previous record that was edited, replacing it with
the new register.

In addition to the use case diagram model, still in the stage
of modeling the resources to be used for software development,
the deployment diagram was produced, as illustrated in Figure 3.
This diagram demonstrates the execution architecture of a system,
focusing on the physical allocation of a software system in a hard-
ware environment [14]. Furthermore, the creation of this diagram
elucidates how the components interact with each other and the
location where each software artifact should be installed, recorded,
and documented throughout the structure.

Figure 3: Deployment Diagram of the PROV-SwSystem 3.

According to Figure 3, the "Laboratory Server" contains the
Apache execution environment and hosts the PROV-SwSystem
database. The server is configured to function as both a file server
and a server for providing the front-end for the project’s online do-
main. It includes two artifacts: the "Database" and the "Front-end",
which contains the code artifacts for each system page and is con-
nected to the server through a deployment relationship, meaning
the front-end is deployed on the Laboratory Server. On the "Render
Server", which is a remote hosting server where the system’s back-
end is deployed, the Node.js runtime environment is located. In
other words, the back-end was developed and is being executed in a
Node.js environment. On this server, the back-end code is managed

and deployed directly from the GitHub repository to the Render4
server, which serves as the hosting location. This relationship was
noted in the diagram. The Render Server contains one artifact,
"Back-end", which encompasses all the artifacts of the back-end
APIs and is connected to the server through a deployment rela-
tionship, meaning the back-end is deployed on the Render Server.
The front-end is connected to the back-end via a "use" connection,
meaning the front-end consumes the back-end APIs. Additionally,
the back-end "uses" the database hosted on the "Laboratory Server".
In addition to these two nodes, there is the "User’s PC" node, which
represents the end user’s computer and includes the "Browser"
runtime environment to access the system’s front-end and interact
with the software. The "User’s PC" is connected to the "Laboratory
Server" via the HTTPS protocol, providing a secure connection be-
tween the user’s browser and the server. Communication between
the "Render Server" and the "Laboratory Server" is carried out via
the TCP/IP protocol.

During the development of PROV-SwSystem, each entity, agent,
and activity was implemented and organized into separate folders,
with the backend placed in a shared directory. The main menu
was managed by the "index" file located in the root directory. The
project structure followed the principles of the MVC (Model-View-
Controller) architecture to ensure task separation and code organi-
zation [16].

4.1 Front-End Development
In terms of front-end design, the files for the registration screen
and the information listing screen are stored in a shared folder.
HTML55 was chosen to structure the content of the page, CSS36 for
styling and layout, and the Bootstrap 5 framework 7 to facilitate the
organization and styling of pages, taking responsiveness criteria
into account. To enhance user interaction on the page and make it
more dynamic, in addition to collecting registered data, JavaScript8
was incorporated alongside the JQuery library9 to manage events,
display pop-up windows and communicate with servers.

The default template for PROV-SwSystem pages consists of a
fixed header section, a dynamic and responsive navigation bar, and
a form area for input data. The header includes the system’s logo
and a connection to the side navigation. The navigation bar contains
options for users to start a project, view their profile, manage/logout
of the session, and switch languages, with English, Portuguese, and
Spanish as options. The main area displays fields where users can
interact with the platform and input data, and at the end, the user
can choose, via buttons, whether to register or cancel the operation,
returning to the main menu.

To store artifact and procedure files, the Github10 APIwas chosen
as a version control manager [17]. Figure 4 presents the layout
of the Artifact page, which includes a field for adding files in all
permissible formats. Upon clicking the "register" button, the system
invokes the "commitFile" function, which sends an AJAX request

4https://render.com/
5https://html.spec.whatwg.org/multipage/
6https://www.w3.org/Style/CSS/
7https://getbootstrap.com/
8https://developer.mozilla.org/en-US/docs/Web/JavaScript
9https://jquery.com/
10https://docs.github.com/en/rest?apiVersion=2022-11-28

4
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Figure 4: Implementation of the Artifact Registration Page

to the GitHub Rest API, transmitting the file and the "SHA" key
collected via the "addEventListener" instantiation method [18]. This
method adds a function or object to the event listener list. When an
event of the specified type occurs, if the file has the same name, the
commit is not modified; if the files are different, the system replaces
or inserts a new entry.

The layout for listing database information is configured to dis-
play details of registered events, allowing users to view them on-
screen and make modifications or deletions as needed. When per-
forming edit or delete actions, confirmation is requested to ensure
the user’s intent before proceeding. After each edit or delete action,
the table is automatically updated using the "loaddata" function to
fetch updated data from the back-end for display on the screen.

4.2 Back-End Development
Considering the PROV-SwSystem back-end, Node.js was used in
combination with the Express framework to manage web servers.
Node.js was chosen for its ability to create server-side JavaScript
applications and access a variety of libraries and tools required to
keep thewebsite operational online [19]. Expresswas selected for its
capability to simplify route definitions and organize HTTP requests
[20]. Additionally, some features are enabled through middleware,
such as "Cors" and "body-parser," which manage access and data
parsing within requests.

Furthermore, the "mysql2" library 11 was used to interact with
the MySQL database, as it supports SQL queries and asynchro-
nous interactions. API routes and HTTP requests are directed to
basic CRUD (Create, Read, Update, Delete) operations using the

11https://www.npmjs.com/package/mysql2

"POST", "GET", "PUT" and "DELETE" methods, respectively, and are
executed asynchronously. On the front-end, AJAX methods were
utilized to "call" these CRUD functions.

By applying the principles of the MVC architecture[16] in the
project construction, the back-end files followed the structure spec-
ified by the pattern: the “View” files request some functionality
from the back-end API. This request is sent to the “Controller”,
which filters the authorized requests to access the database and
forwards them to the “Model,” where it interacts with the database
records according to the request. Upon completing the query task
and returning the value, it sends the result back to the “Controller”
where the data collected from the database is organized and only
the necessary information is sent to the user. When sent to the user,
this data is received by the Views, which finalizes the requested
action. This is a cyclical process, returning to the starting point and
restarting the process with each iteration of the API.

To ensure the consistency of the analysis of the data collected
by the system, data deletions are handled as an "edit" in the MySQL
database, where a boolean field named "deleted" changes from 0
(active data) to 1 (inactive data). Additionally, an edit is treated as a
new "insertion" or registration in the database, which deactivates
the previous entry.

4.3 Software Configuration Management
During the life cycle of a piece of software, the system will re-
quire maintenance, modifying the previously defined life cycle [14].
Therefore, to develop secure systems, it is necessary to use software
configuration management (SCM) techniques, seeking to maintain
an organized history of all modifications and old versions [21]. In
this vein, SCM can be defined as an area of Software Engineering

5
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Figure 5: Software Configuration Management of the PROV-SwSystem

capable of establishing consistent attributes of software products
throughout their life, as well as maintaining the system’s traceabil-
ity and quality during development [21, 22].

In order tomaintain this traceability, SCM techniqueswere imple-
mented in the PROV-SwSystem. GitHub 12 software with a version
control system was chosen to carry out this action, and the “GitHub
REST API”13 was used to connect to PROV-SwSystem, interacting
with the resources provided by GitHub, such as commits, and the
Octokit library, to carry out API requests and action calls.

When inserting the SCM into the PROV-SwSystem, the user
must first register on the GitHub platform, create an organization,
a repository within that organization, and an access key (token) in
order to insert the information into the PROV-SwSystem, as shown
in the Figure 5. This access key is unique to each profile, with a
single token being valid for any repository and any organization
the user has access to. The purpose of using Git organizations to
manage file versioning lies in enabling user teams to collaborate
on software development and allowing other users to access, use,
and modify the files that members of this organization upload to
the organization’s repository. Once this function has been created
in the system, users can automatically insert new artifacts into the
registered GitHub repository, keeping track of development and
the stakeholders involved in the project simultaneously.

4.3.1 SCM Database Model. For the development of the PROV-
SwSystem, PROV-SwProcess database model was adapted, adding
some tables to enable software configuration management to the
system. As shown in Figure 6, the relationship added by the SCM
involves the "User" and "Github" tables and the relational table "ha-
sOrganization", which organizes the relationships between users
and GitHub organizations/repositories. The "Github" table was cre-
ated in the system for the SCM and includes information about
organizations and repositories, such as "idOrganization" (primary
key), "nameOrganization" and "nameRepository." The "User" table
stores user data, including "idUser" (primary key), "name", "pass-
word", "login", "github_userName" and "token_access". This table
already existed in the PROV-SwProcess database model but did

12https://github.com/
13https://docs.github.com/en/rest?apiVersion=2022-11-28

not include the attributes "github_userName" and "token_access",
which are fully linked to GitHub.

Figure 6: Software Configuration Management Database
Model

The relationship between the tables Github and User is defined by
the "hasOrganization" table, which uses two foreign keys: "fk_Github
_idOrganization" and "fk_User_idUser". These two foreign keys
form a composite primary key in the relational table. The cardi-
nality of this relationship is expressed in the diagram: between
the "Github" and "hasOrganization" tables, the cardinality is (1,n),
meaning that each organization/repository must be associated with
at least one user at the time of its creation and can later be associ-
ated with multiple users. Between the "User" and "hasOrganization"
tables, the cardinality is (1,n), where a user must be linked to at
least one organization to access the system and its functionalities
and can later associate with multiple organizations. In summary, an
organization is created only after a user logs in, being immediately
associated with them, while allowing other users to associate with
the same organization later.

5 RESULTS AND DISCUSSION
The results obtained, in addition to the implemented tool, are some
code reviews and initial tests. Considering the initial phase of the
development, the execution of the code was limited. Then, code
reviews were performed by the project members, making it pos-
sible to identify six unused variables: one variable for controlling
outdated activities, two variables related to the GitHub API for ac-
cessing API return data, and three environment variables for tokens.

6
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These variables became redundant due to code changes but were
not removed. Furthermore, five redundant functions were iden-
tified, primarily related to data control functions across multiple
entities, activities, or agents, including: 1) "inserirArchive", which
was present on the procedure and artifact pages and registered the
name of the attached file in the database, but the same function was
implemented in both cases; 2) "buscarActivity", which searched
for an activity in the database based on user input but was im-
plemented redundantly on the Artifact, Activity, and Stakeholder
pages. It was retained only on the Activity page and reused in the
others; 3) "buscarActivityCorrect", which searched for the full
name of an activity after selecting options, present on the Artifact
and Stakeholder pages; 4) "buscarUmStakeholder", used on the
software process page to search for a stakeholder by name, even
though the Stakeholder functions already included "buscarUm",
which performed the same operation; 5) "excluir", present on all
pages, even though users do not delete data in the database but
only deactivate it. Since database records are reused for new entries,
deleting data could lead to users removing information used by
other entities or activities. To resolve all identified issues, existing
functions were reused by linking the files and removing redundant
or unused variables.

With a significant portion of the system developed, functional
tests were conducted. These tests were aimed at analyzing the func-
tional behavior of the system, ensuring that all stages, buttons, and
fields worked correctly and that the outputs matched the expected
results [23]. Usability testing and system testing were adopted for
this purpose, all performed manually or with the assistance of web
tools.

The purpose of system testing was to identify failures and weak-
nesses in the system as a whole, considering software, hardware,
and database [23]. The test results revealed some issues related
to delayed responses on certain screens. This delay was caused
by the high volume of code and functions, requiring the applica-
tion of algorithm analysis and complexity concepts to optimize the
code. Furthermore, six routing errors were identified, all returning
a 404 “Not Found” response. These errors occurred because of the
system’s failure to properly process all incoming requests.

For usability testing [24], the system was handed over to an
external student, allowing the identification of fifteen navigation
flow issues, eight attempts to register data in inappropriate sections,
and six failures in confirming completed registrations. The test was
carried out exploratoryly, which means it was a manual test that
allowed the tester the freedom to explore the system, as test cases
were not predefined in a test plan [25]. Among the navigation
issues, there was confusion caused by the failure to list records in
the "list" field, and six attempts to click incorrect buttons. These
actions misled the user into believing that the entered data was
being registered, whereas, in reality, the data was not registered,
and the system redirected to another page. Of the eight attempts
to register data in inappropriate sections, most involved attempts
to input information into fields intended for searches, highlighting
that these fields were not easily understandable. Regarding the
six failures in confirming completed registrations, they occurred
when the user selected the registration option, but no feedback was
provided, which left the user uncertain about whether the data had
been successfully registered.

Together with those involved in this project, adjustments and
improvements were made, such as fixing some poorly performing
functionalities, search buttons that were not working, and difficul-
ties in system handling. Data entry validations were implemented
on both the front-end and back-end, along with interface improve-
ments by grouping information into a single page and minimizing
content on others. The results were satisfactory, contributing to
the continuous improvement of the tool and paving the way for its
use in high-demand environments soon.

Based on the test results, it became clear that improving the
security of PROV-SwSystem was necessary. Consequently, sev-
eral security improvements were implemented, including improved
database access control and mitigation measures against XSS at-
tacks.

Identified security vulnerability was the direct execution of SQL
queries using user-provided values, which could potentially allow
malicious SQL injection attacks [26]. To mitigate this issue, all
database queries were refactored to utilize parameterized queries,
where placeholders ’?’ are employed to ensure that user inputs are
treated strictly as data rather than executable SQL statements.

Furthermore, the risk of Cross-Site Scripting (XSS) [27], an at-
tack method that injects malicious scripts into web pages—unlike
SQL Injection, which targets database queries—was identified as a
potential vulnerability in the system.

In the PROV-SwSystem, data retrieved from the API was inserted
directly into the HTML without proper sanitization, rendering
the system vulnerable to such attacks. An attacker could inject
malicious scripts into input fields, which would then be stored
and executed when displayed in the user interface. To address this
issue, user input sanitization was applied before storing data in
the database. Additionally, on the frontend, the DOMPurify library
[28] was implemented to cleanse any potentially malicious input,
thereby mitigating XSS risks and enhancing the system’s overall
security posture.

6 FINAL REMARKS
This paper describes the prototyping, developing, and validating of
a web system for collecting software process provenance data, con-
sidering the PROV-SwProcess model. For this purpose, requirement
elicitation and modeling diagrams were employed, in addition to
the deployment diagram and database models, along with essen-
tial concepts related to software design and testing. The system
was implemented using technologies such as JavaScript, Bootstrap,
Node.js, and jQuery, structures based on the principles of MVC
architecture and specifications of the Express framework.

After the development stage, the tool was deployed to production
environments using two servers for hosting: one for the back-end
(Render server) and another for the front-end (Laboratory server),
enabling testing of the tool and validation. The primary focus of
testing was to identify any issues related to design, implementation,
integration between servers and user experience in web browsers.
Code reviews, system and usability tests were conducted to achieve
this.

Integration with concepts associated with configuration man-
agement was implemented with the aim of maintaining a history
of previous system versions and all changes that may still occur.

7

476



XVI Computer on the Beach
April 2nd to 5th, 2025, Itajaí, SC, Brazil Souza et al.

For this version control, the GitHub platform was selected due to
prior knowledge of the tool’s functionalities, and the ease of using
the API.

The identified issues were resolved, and the initial version of
the PROV-SwSystem is now online and accessible via the project’s
domain.

To increase awareness and usage, students at the institution will
be encouraged to incorporate the platform into their classes to
manage software process data.

Future perspectives include expanding the tool for use in real-
world environments. Another expectation is the development of
support features to better integrate users into the system, enabling
them to maximize its potential.
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