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ABSTRACT

Given the significant growth of cyberattacks, it becomes urgent to
develop effective methods for identifying anomalies in computer
networks. Traditional security mechanisms, which predominantly
rely on static signatures, often struggle to detect novel or sophisti-
cated threats such as zero-day attacks and polymorphic malware.
Consequently, the research community is increasingly turning to-
wards data-driven approaches capable of learning dynamic traffic
patterns to distinguish between benign behavior and malicious
intent with high precision. This work benchmarks four supervised
machine learning algorithms: SVM, Random Forest, LSTM, and Lo-
gistic Regression. These were applied to the recognition of malicious
traffic using the CICIDS2017 dataset, which is known for its diverse
set of attacks. The methodology adopted includes preprocessing,
normalization, feature selection, and hyperparameter tuning for
each algorithm to ensure greater reliability in the results. The F1-
score metric was used for model evaluation due to the original data
imbalance on the CICIDS2017 data. This methodological choice
aims to minimize common distortions in real-world environments,
where attacks typically constitute a minority of traffic compared to
legitimate traffic. The experimental results indicated that all the al-
gorithms obtained high F1-scores in the {0.937;0.999} interval, with
the best results obtained by the RF-induced model. These findings
reinforce the potential of combining machine learning techniques
with updated datasets to create robust intrusion detection systems,
contributing to the security of modern networks.
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1 INTRODUCTION

The proliferation of connected devices and the exponential growth
of data traffic have transformed computer networks into critical
infrastructure for modern society. However, this connectivity also
exposes organizations to increasingly sophisticated cyber threats
[1]. As the volume and complexity of cyberattacks — such as Denial
of Service (DoS), Brute Force, and web attacks—continue to increase,
traditional signature-based intrusion detection systems (IDS) often
struggle to identify new or encrypted malicious activity[2]. Conse-
quently, there is an urgent need to develop more effective, adaptive
methods for identifying anomalies in network traffic.

Machine learning (ML) has emerged as a promising approach
to address these challenges, offering the ability to learn patterns
from historical data and detect deviations indicative of attacks [3].
The adoption of ML in cybersecurity is driven by the limitations of
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traditional signature-based detection methods, which are often inef-
fective against novel or polymorphic threats (zero-day attacks) that
lack predefined signatures. Unlike static rule sets, ML algorithms
excel at analyzing high-dimensional network data to establish base-
lines of "normal” behavior, enabling the automated detection of
subtle anomalies and significantly improving the scalability of de-
fense mechanisms in real-time environments [4]. This study evalu-
ates the performance of four distinct supervised machine learning
algorithms: Support Vector Machines (SVM), Random Forest (RF),
Long Short-Term Memory (LSTM), and Logistic Regression (LR).
Our focus is on detecting malicious traffic using the CICIDS2017
dataset [5], a benchmark known for its diverse representation of
modern attack scenarios.

The primary contribution of this work is a rigorous comparative
analysis of these algorithms, employing a comprehensive pipeline
that includes preprocessing, normalization, and hyperparameter
tuning. Special attention is given to the F1-Score metric, which
is chosen over accuracy to better account for the class imbalance
inherent in network traffic data. This paper is organized as follows:
Section 2 presents theoretical concepts necessary to understand this
study and some similar proposals. The experimental methodology
is presented in Section 3, while the results are discussed in Section 4.
Finally, Section 5 presents the final considerations of the study.

2 BACKGROUND AND RELATED WORK

This section defines the fundamental concepts of network anomaly
detection and discusses the machine learning paradigms applied in
this study. Furthermore, it reviews recent works that have utilized
similar datasets and methodologies.

2.1 Anomalies and Network Traffic

Network traffic encompasses the continuous flow of data packets
transmitted across a network infrastructure. Within the domain
of cybersecurity, this traffic is fundamentally categorized as either
benign—representing authorized and legitimate user operations—or
malicious, which denotes activities designed to compromise net-
work integrity, confidentiality, or availability [6].

An anomaly is defined as a pattern of traffic that deviates signifi-
cantly from the expected behavior of the network. These deviations
often signal the presence of cyberattacks. The dataset explored
in this study is the CICIDS2017, which includes several specific
categories of attacks such as: Brute Force, DoS/DDoS, and Web
Attacks [7]. Sharafaldin et al. [7] introduced this dataset to address
the shortcomings of older benchmarks, such as KDD99 [8], which
lacked the diversity of modern attack scenarios. They generated
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the data within a simulated network environment over five days,
capturing realistic background traffic alongside malicious flows.

To effectively detect malicious activity, it is essential to under-
stand the behavioral characteristics that distinguish attacks from
benign traffic. The attacks analyzed in this study exhibit distinct
patterns:

e Brute Force: This attack involves an automated system
attempting numerous password combinations to gain unau-
thorized access. In network traffic, this manifests as a high
frequency of connection requests to authentication proto-
cols (such as SSH or FTP) from a single source IP within
a short time window, often resulting in multiple “failure”
response codes [2].

e DoS and DDoS: Denial of Service (DoS) and Distributed
Denial of Service (DDoS) attacks aim to exhaust network re-
sources, rendering services unavailable to legitimate users.
These attacks are characterized by an abnormal spike in
traffic volume (volumetric attacks) or a flood of specific
packet types (e.g., TCP SYN floods) designed to saturate
bandwidth or deplete server processing power [1].

e Web Attacks: These target vulnerabilities in web applica-
tions, such as SQL Injection (SQLi) or Cross-Site Scripting
(XSS). Unlike volumetric attacks, web attacks may appear
as normal HTTP traffic in terms of volume but contain
malicious payloads within the packet data, requiring deep
packet inspection (DPI) for detection [6].

Prior to the widespread adoption of machine learning, network
intrusion detection relied primarily on two conventional method-
ologies: signature-based and heuristic-based detection.

Signature-based Detection is the traditional industry standard.
It operates by comparing incoming network packets against a data-
base of known malicious signatures (e.g., specific byte sequences or
malware hashes). While highly effective against known threats with
low false-positive rates, this method fails to detect zero-day attacks
or polymorphic malware where the signature has been altered [2].

Heuristic and Statistical Detection attempts to overcome these
limitations by defining a baseline of “normal” network behavior
(e.g., average bandwidth usage or login frequency). Any deviation
exceeding a predefined threshold is flagged as an anomaly. How-
ever, defining these thresholds is manually intensive; strict thresh-
olds lead to high false-alarm rates (blocking legitimate high-usage
traffic), while loose thresholds allow attacks to pass undetected.
Machine learning automates this thresholding process, learning
complex, non-linear boundaries between benign and malicious be-
havior without explicit programming.

The classification process typically follows a pipeline: prepro-
cessing, model induction, and evaluation [9]. Given that attack
traffic is often a minority class compared to benign traffic, rely-
ing on accuracy alone can lead to the “accuracy paradox,” where
a model appears effective simply by predicting the majority class.
Therefore, metrics such as the F1-Score (the harmonic mean of
precision and recall) are essential for a reliable evaluation [10].

2.2 Related Works

ML is a branch of artificial intelligence that focuses on the design
and development of algorithms capable of learning from and making

predictions on data. Rather than following strictly static program
instructions, ML algorithms build a mathematical model based
on sample data, known as “training data,” to make decisions or
predictions without being explicitly programmed for the specific
task [3].

Generally, machine learning tasks are categorized into three
primary paradigms based on the nature of the signal or feedback
available to the learning system:

o Supervised Learning: The algorithm learns from a labeled
dataset where inputs are paired with the correct outputs.

e Unsupervised Learning: The algorithm explores unla-
beled data to discover hidden structures or patterns (e.g.,
clustering).

o Reinforcement Learning: An agent learns to make deci-
sions by performing actions in an environment and receiv-
ing rewards or penalties.

This study specifically employs Supervised Learning. Formally, let
X denote the input space (feature vectors) and Y denote the output
space (labels). We are given a training dataset D = {(x1,y1), (x2, y2),
ooy (Xn,yn)}, where each x; € X and y; € Y. The objective of
supervised learning is to approximate a mapping function f : X —
Y such that f(x) accurately predicts the label y for new, unseen
input instances x [11].

The classification process typically follows a pipeline: prepro-
cessing, model induction, and evaluation. Given that attack traffic
is often a minority class compared to benign traffic, relying on
accuracy alone can lead to the “accuracy paradox,” where a model
appears effective simply by predicting the majority class. Therefore,
metrics such as the F1-Score (the harmonic mean of precision and
recall) are essential for a reliable evaluation [10].

Several studies have explored the application of ML to the CI-
CIDS2017 dataset. Rodriguez et al. [12] conducted a comparative
evaluation of machine learning algorithms specifically for flow-
based intrusion detection on CICIDS2017. They reported that tree-
based models, such as Random Forest (RF) and J48', consistently
achieved F1-Scores above 0.99, outperforming other statistical meth-
ods in terms of both detection accuracy and computational effi-
ciency.

Building on this, more recent work by Senthilkumar and Ku-
maresan [13] validated the resilience of Random Forest on the
CICIDS2017 dataset. Their 2024 analysis highlighted that, beyond
standard accuracy metrics, RF maintained superior performance
in noisy data environments compared to other ensemble methods,
reinforcing its suitability for practical deployment. Conversely, Udu-
rume et al. [14] evaluated a complex hybrid Deep Learning architec-
ture combining CNN and Bi-LSTM layers. While their model demon-
strated robust detection capabilities, they explicitly concluded that
traditional ensemble models like Random Forest often provide a
superior balance between accuracy and computational resource
usage, particularly in resource-constrained environments.

While Deep Learning (DL) [15] models like LSTM [16] are often
praised for their ability to capture complex temporal dependen-
cies, they do not always outperform ensemble methods in tabular
1748 is an open-source Java implementation of the C4.5 algorithm provided by the
WEKA data mining toolkit. It constructs decision trees using the concept of Information

Gain to select the most discriminative attributes and employs pruning techniques to
reduce overfitting.
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flow data. Vinayakumar et al. [10] highlighted that while DL ar-
chitectures can be highly effective, they often require significantly
more computational resources and training time compared to shal-
low learning algorithms like RF, which can be a critical factor in
real-time IDS deployment.

Furthermore, the quality of the dataset itself is a subject of on-
going research. Engelen et al. [17] performed a critical analysis
of CICIDS2017, identifying certain artifacts in the traffic gener-
ation process. Their work emphasizes that high performance in
ML models must be carefully scrutinized to ensure the model is
learning actual attack patterns rather than dataset-specific irregu-
larities, reinforcing the necessity of the rigorous data cleaning and
preprocessing steps adopted in our methodology.

3 EXPERIMENTAL METHODOLOGY

This section details the methodology employed for the develop-
ment and evaluation of the anomaly detection models. It covers
the description of the dataset used, the pre-processing steps, the
selected classification algorithms, and the experimental evaluation
design.

3.1 Dataset

The dataset utilized in this study is the Canadian Institute for Cy-
bersecurity Intrusion Detection System 2017 (CICIDS2017). This is
a publicly available benchmark dataset designed for the evaluation
of Intrusion Detection Systems (IDS). It was generated within a
simulated yet realistic network environment over a period of five
days, capturing both benign network traffic and a variety of modern
cyberattacks. The benign traffic was generated using a profiling
system to simulate realistic human behaviors.

As presented in Table 1, the included attacks cover several cat-
egories, such as Brute Force, Denial of Service (DoS), Distributed
Denial of Service (DDoS), Web Attacks, and Infiltration. The dataset
was obtained from the official source ? and organized into directo-
ries separated by capture days. For the purpose of this study, data
from various days were unified, and the problem was treated as a
binary classification task.

3.2 Pre-processing

The CICIDS2017 dataset consists of labeled network flows. Each
record represents a bidirectional flow defined by the 5-tuple (Source
IP, Destination IP, Source Port, Destination Port, Protocol) and con-
tains over 80 statistical features. These features include temporal
attributes (e.g., Flow Duration, Flow IAT), volumetric attributes
(e.g., Total Fwd Packets, Total Length of Fwd Packets),
and content-based statistical measures (e.g., Packet Length Mean,
Packet Length Std).

Data pre-processing is a critical step to ensure the quality of the
model inputs. An automated pre-processing pipeline was applied
considering the following steps:

e Handling Infinite Values: The dataset contains values la-
beled as Infinity or -Infinity. These artifacts typically
arise in rate-based features, such as Flow Packets/s or
Flow Bytes/s, when the denominator (flow duration) is

Zhttps://www.unb.ca/cic/datasets/ids-2017.html

Table 1: General datasets labels

Labels Number of

Examples
BENIGN 2273097
DoS Hulk 231073
PortScan 158930
DDoS 128027
DoS GoldenEye 10293
FTP-Patator 7938
SSH-Patator 5897
DoS slowloris 5796
DoS Slowhttptest 5499
Bot 1966
Web Attack - Brute Force 1507
Web Attack - XSS 652
Infiltration 36
Web Attack - Sql Injection 21
Heartbleed 11

zero or extremely close to zero during the feature extrac-
tion process. These values were treated as nulls to prevent
numerical instability in the classifiers.

e Removal of Null and Erroneous Data: A consistency
check identified a negligible percentage of rows containing
NaN (Not a Number) values resulting from the conversion
of infinite values or extraction errors. Given the large vol-
ume of the dataset (millions of flows), removing these few
incomplete instances does not statistically impact the class
distribution or the model’s ability to learn patterns. There-
fore, all rows containing null values were dropped.

e Label Encoding: The target column, Label, which con-
tains categorical string values (e.g., BENIGN, DoS Hulk,
PortScan), was encoded into a binary numeric format (0
for Benign, 1 for Attack) to suit the binary classification
objective.

o Feature Normalization: The features in the dataset ex-
hibit varying scales (e.g., Flow Duration is in microsec-
onds, while Packet Count is an integer). To prevent fea-
tures with larger magnitudes from dominating the objective
function, the MinMaxScaler was applied. This scaler trans-
forms all features to the range [0, 1]. Crucially, the scaler
was fitted only on the training set and then applied to the
test set to avoid data leakage.

e Reshaping (LSTM Only): Specifically for the Long Short-
Term Memory (LSTM) model, the 2D input vectors were
reshaped into a 3D format [(samples, timesteps, features)]
to represent each network flow as a sequence with a single
timestep, meeting the architectural requirements of Recur-
rent Neural Networks.

3.3 Algorithms

Four supervised learning algorithms were examined in this study,
encompassing both classical statistical methods and deep learning
architectures.
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Figure 1: The complete pipeline adopted in the experiments

Logistic Regression was employed as a fundamental baseline
due to its simplicity, interpretability, and effectiveness in linearly
separable classification tasks, following the foundational principles
established by Cox [18].

Random Forest was included for its ability to model non-linear
relationships and to handle high-dimensional data with robustness
against overfitting, as introduced by Breiman [19].

The Support Vector Machine classifier was also evaluated, given
its capacity to maximize the decision margin between classes and
its flexibility through kernel functions—including the linear and
Radial Basis Function (RBF) kernels—which enables the modeling
of complex, non-linear boundaries in the feature space, as defined
in the seminal work of Cortes and Vapnik [20].

Finally, a Long Short-Term Memory neural network was adopted
as the deep learning component of the study. Although the CI-
CIDS2017 dataset does not inherently contain temporal sequences,
the LSTM architecture was incorporated to investigate its abil-
ity to capture higher-order feature interactions and to evaluate
whether recurrent structures can enhance anomaly detection per-
formance beyond traditional machine learning models, an approach
supported by the findings of Roopak et al. [21], who demonstrated
effective intrusion detection using LSTMs on this dataset.

3.4 Experimental Evaluation

The experimental evaluation followed a systematic and controlled
pipeline designed to ensure fairness, reproducibility, and computa-
tional efficiency across all tested models. After the pre-processing
stage, the dataset was partitioned into training and testing subsets
using a 70/30 stratified split to maintain the original class distribu-
tion. To ensure the reproducibility of the results and optimize model
performance, we employed a Grid Search strategy for hyperparame-
ter tuning. Table 2 details the specific search space defined for each
algorithm. For the Random Forest and Logistic Regression models,
we explored variations in tree structure and regularization tech-
niques, respectively. The Support Vector Machine tuning focused
on kernel types and the regularization parameter (C). Finally, for
the Long Short-Term Memory network, we adjusted architecture-
specific parameters such as the number of units, dropout rates, and
optimizer learning rates, while fixing the maximum epochs at 50
with an Early Stopping mechanism to prevent overfitting. To reduce

the computational burden associated with hyperparameter explo-
ration, tuning was executed in parallel through the joblib library,
leveraging multi-core processing to accelerate experimentation.

Table 2: Hyperparameter Search Space for Grid Search

Algorithm Hyperparameter Search Space
L . Regularization (C) {0.1, 1.0, 10.0}
Logistic Regression Solver {liblinear, saga}
Number of Estimators {100, 200}
Random Forest Max Depth {10, 20, None}
Min Samples Leaf {1, 2}
Regularization (C) {0.1, 1, 5}
SVM Kernel {Linear, RBF}
Units {32, 64}
Dropout Rate {0.2, 0.4}
LST™M Learning Rate {0.001, 0.01}
Batch Size {64, 128}

In contrast, the LSTM model, implemented using TensorFlow’s
Keras AP, was trained sequentially due to the memory constraints
imposed by GPU execution and the model’s inherently higher com-
putational cost. For this model, early stopping was employed to
prevent overfitting, monitoring the validation loss with a patience
of five (5) consecutive epochs, while model checkpointing ensured
that the weights corresponding to the best validation performance
were preserved.

All models were assessed using the F1-Score evaluation metric
due to the dataset’s class imbalance. The choice of the F1-Score
is due to the fact that it represents the harmonic mean between
precision and recall, making it more suitable than accuracy in class
imbalance scenarios, which are common in intrusion detection
systems. his choice is supported by Ruffo [22], who emphasizes
that traditional metrics, such as isolated accuracy, can generate
distorted interpretations in situations with unequal class distribu-
tions. Throughout the evaluation process, the same train/test split
and scaling parameters were consistently reused for all algorithms,
thereby ensuring comparability across different experimental con-
figurations.
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Given a confusion matrices for a binary classification problem
contains:

o TP (True Positives): Instances correctly classified as at-
tacks.

e TN (True Negatives): Instances correctly classified as nor-
mal traffic.

e FP (False Positives): Normal instances incorrectly classi-
fied as attacks.

o FN (False Negatives): Attack instances incorrectly classi-
fied as normal.

so, the metrics used in this study can be defined as follows:

. TP
Precision = ——— (1)
TP+ FP
TP
Recall = ——— 2
T TPIEN @

Precision X Recall
F1-Score =2 X —M—mM8M8M8 (3
Precision + Recall

3.5 Reproduction of Experiments

To ensure strict reproducibility of the study, all procedures involv-
ing stochasticity such as dataset splitting, model initialization, and
random sampling were executed using a fixed random seed (ran-
dom_state=42). The entire experiment was coded with Python with
the libraries: Scikit-learn [23], TensorFlow [24], NumPy, and Pan-
das. The normalization model generated during pre-processing,
specifically the MinMaxScaler instance fitted on the training set,
was serialized and stored using to guarantee consistent applica-
tion across future inferences or replications. Each trained model
was also saved to disk, enabling full restoration of model states
and hyperparameters. Additionally, all classification reports, confu-
sion matrices, and log files generated during experimentation were
archived in both text, CSV and joblib formats, allowing for exter-
nal verification and complete traceability of the decision-making
process. These measures collectively ensure that every stage of the
methodology can be reproduced exactly, thereby reinforcing the
scientific rigor and transparency of the results presented in this
work. The complete experimental setup is presented in Table 3.

4 RESULTS AND DISCUSSION

Table 4 summarizes the test set performance of the optimal con-
figuration identified for each algorithm after the hyperparameter
tuning phase.

The obtained results suggest that ensemble and deep learning
methods tend to outperform linear baseline models within the eval-
uated experimental setup. The Random Forest (RF) model achieved
the highest overall performance, reaching a near-perfect Weighted
F1-Score of 0.9991. In the context of Intrusion Detection Systems
(IDS), this metric reflects a critical balance. The high Precision indi-
cates that when the system flags an anomaly, it is highly likely to
be a genuine threat, thereby reducing administrative fatigue caused
by false alarms. Simultaneously, the high Recall ensures that the
system minimizes ‘missing’ attacks (False Negatives), which is the
primary security objective.

Although the Random Forest model achieved the highest numer-
ical performance, the difference compared to the LSTM network

Table 3: Experimental configuration for reproducibility.

Item Description

CICIDS2017 (Benign vs Attack)

Dataset
Split 70/30 stratified

Pre-processing  NaN removal, label encoding;
MinMaxScaler (train-fit only);

LSTM 3D reshape

Algorithms LR, RF, SVM (Linear/RBF), LSTM
Tuning GridSearchCV (ML);

early stopping, checkpointing (LSTM)
Metrics F1-score

Reproducibility random_state=42, saved scaler & models

Environment Python 3.12.x, Sklearn, TensorFlow,

NumPy, Pandas

Table 4: Comparative performance of the best model config-
urations sorted by F1-Score.

Model F1-Score Precision Recall
Random Forest 0.9991 0.9991 0.9991
LSTM 0.9964 0.9964 0.9964
SVM (Linear) 0.9788 0.9789 0.9788
Logistic Regression 0.9368 0.9365 0.9373

(0.9964) resides in the third decimal place. While this accuracy gain
is marginal, the decisive advantage of the RF model lies in its com-
putational efficiency. Unlike the LSTM, which was implemented
with computationally intensive layers and is sensitive to hyper-
parameter complexity (e.g., units, dropout), the Random Forest
model proved to be significantly faster to train and less resource-
demanding. Given that both models perform essentially at the same
level of accuracy, the Random Forest is the preferable choice for
this specific deployment scenario due to its lower complexity.

The similarity in performance between the sequence-based model
LSTM and the ensemble method RF warrants a critical analysis of
the data nature. The dataset consists of flow-based statistical fea-
tures rather than raw packet sequences. Effectively, these features
condense temporal behaviors into a tabular format. Furthermore,
the LSTM input was reshaped to, treating each flow as an isolated
event rather than a time-series window. Consequently, the problem
remains fundamentally tabular. The Random Forest model, which
excels at partitioning tabular feature spaces, was able to capture the
boundaries between benign and malicious traffic just as effectively
as the recurrent architecture, without the overhead of managing
statefulness.
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In contrast, the linear baseline (Logistic Regression) achieved an
F1-Score of 0.9368. While this represents a drop in efficacy com-
pared to the non-linear models, this result is remarkably robust
for such a simple algorithm. A score above 0.93 indicates that the
vast majority of network traffic is linearly separable in the feature
space. The Logistic Regression model primarily struggles with ‘edge
cases’—sophisticated attacks whose statistical signatures overlap
non-linearly with benign traffic. However, considering the trade-
off, it remains a strong candidate for resource-constrained envi-
ronments where a 93% detection rate is acceptable in exchange for
extreme speed and model transparency.

4.1 Best Prediction Algorithm

To quantify the actual impact of hyperparameter tuning, we com-
pared the optimal model against the default scikit-learn configura-
tion (n_estimators: 100, min_samples_leaf: 1, max_depth: None). The
default setup yielded a Weighted F1-Score of 0.9989, whereas the
optimized configuration (n_estimators: 200, min_samples_leaf: 2)
achieved 0.9991. Consequently, the hyperparameter tuning resulted
in a net performance gain of approximately 0.02%.

Although this numerical improvement is marginal, confirming
the inherent robustness of the Random Forest algorithm for this
dataset, the preference for the optimized configuration is justified
by structural stability. The adjustment of min_samples_leaf from 1
to 2 introduces a critical regularization constraint. By preventing
the creation of leaf nodes containing single samples, the optimized
model reduces variance and mitigates the risk of overfitting to noise,
a common issue in high-dimensional network traffic data. Thus, the
tuned model offers superior generalization reliability for production
deployment, ensuring that the slight metric gain translates into
more robust anomaly detection in practice.

SVM (Linear) LSTM
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Figure 2: Confusion matrices of the best setups evaluated in
the experiments.

The confusion matrices for the Random Forest (RF) model and
the baseline classifiers (SVM, LSTM, and Logistic Regression) are
collectively presented in Figure 2. The model exhibited a negligible

False Positive Rate (FPR), effectively minimizing false alarms—a
critical requirement for production-grade Intrusion Detection Sys-
tems (IDS). Similarly, the low False Negative Rate indicates that the
model successfully detected the vast majority of malicious flows.

Analysis of the secondary diagonal of the confusion matrix re-
veals that, although the RF model is highly robust, it has not reached
perfection. The 447 False Positives (FP) indicate benign flows that
mimic malicious behavior, possibly due to traffic bursts (traffic
bursts) or legitimate services operating on unconventional ports.

On the other hand, the 339 False Negatives (FN) represent the
area of greatest criticality. In the CICIDS2017 dataset, these errors
tend to focus on "low intensity" attacks or minority classes (such
as Infiltration or Heartbleed), whose statistical signatures are in-
sufficient for the algorithm to generate clear partitions without
incurring overfitting. As attacks represent only a fraction of total
traffic, the lack of numerical representation of certain sub-attacks
causes the model to prioritize the majority class decision bound-
ary, resulting in a subtle overlap where "stealth" attacks end up
classified as normal traffic.

When comparing the Random Forest predictions against the
other baselines, the distinction in performance is evident. As ob-
served in the Logistic Regression quadrant, the linear model strug-
gles significantly with minority attack classes, resulting in a substan-
tially higher rate of missed detections (False Negatives) compared
to the Random Forest. While the LSTM model served as a strong
competitive baseline, the Random Forest offered a clear edge in
performance, reducing errors while requiring significantly lower
computational resources for training and inference.

The false alarms represent benign traffic flows that the model in-
correctly classified as attacks. In the context of the massive volume
of benign traffic processed, these errors likely stem from benign
network behaviors that exhibit statistical outliers resembling attack
signatures, such as sudden bursts in packet size or unusual port
usage, which fall into the leaf nodes predominantly associated with
malicious classes. While these “false alarms” can increase the work-
load for security analysts, this error type is generally preferred over
missing an active threat.

Of greater concern in an Intrusion Detection scenario are the
False Negatives, where actual attack traffic is misclassified as benign.
Although the Random Forest missed fewer attacks than the LSTM or
Logistic Regression models, the persistence of these errors suggests
the presence of sophisticated or “stealthy” attack vectors. These
specific attacks likely operate within the decision boundary overlap,
mimicking the feature distribution of normal traffic and lacking the
distinct high-variance features that the algorithm typically relies
on for easy discrimination.

The analysis suggests that the system is optimized to prioritize
sensitivity. While minimizing False Negatives is the primary goal for
an IDS to ensure system integrity, the results show that the model
achieves a high degree of optimization by accepting the trade-off
of a marginally higher rate of False Positives. This configuration
ensures that while a small amount of legitimate traffic may be
flagged for review, the vast majority of threats are successfully
intercepted.
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4.2 Best Model - Importance of Features

Given that the Random Forest (RF) classifier as the superior algo-
rithm in our comparative evaluation, we further investigated the
model to verify the patterns driving its predictions. A key advantage
of the Random Forest architecture is interpretability factor. Due
to the algorithm’s operation, which prioritizes features that maxi-
mize information gain at each split, we can quantitatively estimate
the relative “importance” of specific input characteristics in the
decision-making process. Figure 3 illustrates the top features that
contributed most significantly to the model’s predictive capability.

The analysis highlights that Destination Port, Packet Length Vari-
ance, and Bwd Packet Length Std are the dominant discriminators.

e Destination Port: Ranked as the most critical feature, this
indicates that specific attack vectors in the CICIDS2017
dataset (such as Brute Force or Web Attacks) consistently
target distinct services (e.g., SSH on port 22, HTTP on port
80). This allows the decision trees to efficiently isolate attack
classes based on the targeted service endpoint.

o Packet Length Statistics (Variance & Std): The high im-
portance of Packet Length Variance and Bwd Packet Length
Std suggests that the model successfully learned to distin-
guish payload characteristics. Automated attacks, such as
DosS floods, often exhibit uniform packet sizes (low vari-
ance), whereas legitimate user traffic displays high variabil-
ity due to the dynamic nature of human interaction and
diverse media content.

o Average Packet Size: Similar to variance, the average size
of packets serves as a key indicator of the traffic type, help-
ing to identify anomalies where packet payloads deviate
significantly from the expected baseline of normal flows.

Beyond these primary indicators, the model places significant
weight on Backward traffic statistics, specifically Avg Bwd Segment
Size, Bwd Packet Length Mean and Total Length of Bwd Packets. These
features effectively capture the network server’s response dynam-
ics, allowing the algorithm to detect traffic asymmetry typical of
malicious behavior. For instance, scanning activities often trigger
numerous small error responses (low backward mean), whereas
data exfiltration events are marked by disproportionately large
backward payloads relative to the forward requests. Furthermore,
boundary indicators like Max Packet Length and Bwd Packet Length
Max (0.0403) are critical for distinguishing between the standard-
ized payloads seen in flooding attacks and the inherent variability
found in legitimate interactive sessions. By synthesizing these flow-
based statistical markers, the model achieves high discrimination
without requiring deep packet inspection.

5 CONCLUSIONS

This study presented a comprehensive evaluation of supervised ma-
chine learning and deep learning algorithms for network anomaly
detection. Through an experimental pipeline using the CICIDS2017
dataset, we demonstrated that supervised methods, specifically Ran-
dom Forest, successfully identified both benign traffic and various
attack vectors, showing particular efficacy in distinguishing ma-
licious patterns. The Random Forest model achieved an F1-Score
of 0.9991, validating its capability in distinguishing between be-
nign traffic and various attack vectors with minimal false positives.

However, despite these promising results, it is essential to acknowl-
edge the limitations inherent in the experimental design. A critical
area for improvement is the experimental rigor; Future evaluations
should repeat experiments across different random seeds to report
the mean and standard deviation of the algorithms’ performance.
Additionally, reporting the training times is necessary to assess
computational efficiency, and employing more advanced hyperpa-
rameter tuning methods would further optimize model robustness.
Finally, regarding the dataset, while CICIDS2017 is a high-quality
benchmark, it represents a static snapshot of network traffic cap-
tured in a simulated environment, whereas real-world operational
scenarios involve highly dynamic user behaviors and continuously
emerging attack patterns. Consequently, future work will move be-
yond batch learning approaches and focus on Data Stream Mining.
This paradigm allows for the continuous updating of models as new
data arrives, enabling the system to adapt to evolving threats in
real-time without the need for complete retraining. In this context,
the present research serves as a critical background study. By iden-
tifying the most discriminative features (such as Destination Port
and Packet Length statistics) and establishing a high-performance
baseline with Random Forest, this work provides the foundational
knowledge necessary to develop and evaluate adaptive, stream-
based intrusion detection systems in future iterations.
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